ALL Y’ALL, WE LOVE LIMITED BALLOTS.
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Oct 19 2020 J Vote Early, Vote Often, Vote to PWN :)

Limited Ballot Zero-day Vulnerability!

Commandeering the election because our agenda is more important.
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all y’all, we love limited ballots.

VOTE EARLY, VOTE OFTEN, VOTE TO PWN :)

History: 2005 from the 79" Session HB 2454 would allow a registered voter who has resided in a new
county for less than 90 days to vote a limited ballot. Early voting only!

Limited ballots allow only early voters registered in a county different from their current residence
to vote after the registration deadline has passed. After filling out an affidavit, the voter will receive
a ballot with the races they are eligible to vote for. Once the voter turns in the ballot, they are asked
to complete a registration form in the new county. Their previous registration is canceled, and their
new registration then is processed.

Limited ballots bypass the provisional ballot safeguards of isolating a ballot for review and

verification or rejection. Here is the history of that change:
2003 legislature passed Help American Vote Act (HAVA). The most significant change in this
legislation for Texas is moving from the current system of challenge ballots to one of provisional
ballots. This means that any ballot cast by voters who can't prove (by affidavit) that they are
registered, would go to a board that would determine if the ballot should be counted. The bill
contains detailed procedures for determining eligibility, how ballots are handled, how they are
counted, disposition, etc.

While Election Judges and Clerks are well-trained before the early vote begins, the Election
Advisories may be presented to the Judge at the start of early voting, typically a half hour before
the polls open or when an issue of election law comes to the forefront. Due to information overload
and the pressure of opening the polls on time, Election Advisories are typically set aside for review
during a down time. Election Advisories can also cause confusion that requires the Secretary of State
(SOS) attorneys division to review and then a follow-up call, adding to the timeline.

This creates an attack vector in the process that can be exploited by a Threat Actor. To exploit
vulnerabilities, an attacker must have at least one applicable tool or technique that can exploit a
weakness. Confusion, conflicting laws, time gaps in detection, are some of the weaknesses.

TYPES OF THREAT ACTORS THAT HAVE A DESIRED POLITICAL
OUTCOME:

State-Sponsored Election Attackers: objectives aligned with their political interests of their country of
origin. A State-Sponsored Actor is going to persist in their victim’s election, without their knowledge or
noticeable impact, for months to years before discovery. Limited ballots are typically counted after
Early Vote is over and the successful attack cannot be backed out.

Hacktivists: are generally not motivated by money. Instead, they have an inflamed rage that, for

whatever social reason, has been directed at a given political party or candidate. “The end justifies
the means” drives their appetite for results without any regard for risk or collateral damage.
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THREAT ACTOR PASSIVE RECONNAISSANCE:

Months before the election, information gathering and the data collection about the early vote process
would begin. Detailing all the processes, procedures, required forged documents and timelines to carry
out the early vote attack, without engaging the actual target. Here are a few examples.

1. Reading research.

a. Sec. 63.001. REGULAR PROCEDURE FOR ACCEPTING VOTER. Section (c-1) provides an
opening.
. Sec. 112.002 ELIGIBILITY, in the Texas election code.
c. Election Advisory No. 2018-32 Date: October 9, 2018 and the weak statement of “must
attempt”.
d. Affidavit for Limited Ballot. hitps://www.sos.state.tx.us/elections/forms/pol-sub/5-
28f.pdf

2. County with paper or optical scan and a population below 100,000 is a softer target. Voting
equipment is expensive and small population counties do not have a budget to upgrade
equipment regularly. Search the county’s commissioner court minutes to see if they have upgraded
the equipment for this election cycle. Lowers the risk of getting caught.

3. Valid voter who had died after the last day to register and before Early Voting period (12 day
window). Funeral home data is available online and a simple search in the obituary section
provides a wealth of information including age of the identity to assume, which helps to find a
close match for the new false ID.

4. Use a people search engine to verify the new identity with the family members to get a current
address crosscheck with some of the names harvested from the obituary. Check if any relatives
live in the targeted county, which would negate the use of certain ID’s. Also use Google/Bing or a
law enforcement database to make sure the person was not a current convicted felon.

5. Call the elections office in the source county, ask for the voter registration number of the acquired
ID or use one of the lists from the political parties. If asked why you need the voter ID, tell them
you are verifying ID’s for a petition they signed.

6. Create a false voter registration card and compare agents a valid voter card to match style and
authenticity.

7. Create a paper DPS license for picture ID requirement. Add an endorsement for the reason of
paper ID.

8. Fold/wrinkle both the Voter Registration Certificate and the paper forged DPS ID, to corrupt the
bar code and license number, requires the clerk to type in the information and reduces the risk of
the computer catching the forgery with imaging software.

9. Four (4) random numbers for the SSI section in “Affidavit for Limited Ballot”, to be used instead of
the DPS ID number. Nothing more than “Security Theater” as it may never get properly verified,
but it looks scary official.

EXECUTIONS OF IN-PERSON ZERO-DAY LIMITED BALLOT EXPLOIT
SCENARIO:

We will use a small Texas county with a population of approximately 50,000 as an example, as they
average a 4 hour or greater gap in updating “Limited Ballot Affidavits” to the State Database, which
creates another vulnerability to exploit.

Threat Actor enters the polling place with a few people in line, and more people walking up, an easy

way to blend in. With more voters entering the line behind the Actor it will place social pressure on the
Judge and Clerks to expedite the Limited Ballot voting process while helping other voters.
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THREAT ACTOR (FRAUDULENT VOTER) ENTERS SOCIAL ENGINEERING
PHASE AGAINST THE ELECTION CLERK/JUDGE:

Actor “| just moved to the RV Park. | don’t know the address and will be moving in December to
the next oil rig in Midland as | am a pipe-line welder. The RV Park is on I-20 between the cities of
Canton and Van on the south side. You probably know the place and can look up the address. The
Dallas radio station said something about a half ballot.”
Clerk replies, “Oh, you mean a Limited
Ballot.”
Actor replies, “Yeah that is probably what
the dude on the radio said. So what do you
need from me so that | can vote the partial
ballot?” Keeping the clerk off balance, the
Actor feigns ignorance about Limited Ballots,
and Clerk now puts the Actor into “Low
Information Voter” category.
Clerk asks the Actor for a picture ID.
Actor says, “l have this paper one from DPS
but it’s all wrinkled and been in my pocket”,
but you can see my picture. (Actor made sure
not all the numbers are visible).
Clerk asks the Actor for a “voter registration
card”.
Actor says, “Yep this is where | used to live,
you can look up that | have voted in the
past.”
Clerk says to the Actor, “Looks like you can
vote but you have to fill out the ‘Affidavit for
Limited Ballot’, then you can vote a Limited
Ballot once we mark out the races you can't
vote in."”

0 Note: the District Chart is 86 pages with 254 counties; the Clerk has to determine the

overlap of races that the voter can vote in.

Actor while filling out the “Affidavit for Limited Ballot” asks the clerk “Will | be able to vote for
candidate X over candidate Y2” in a loud voice so other voters can hear.

Clerk asks the Actor to keep her voice down and notices the line is getting longer.
After the affidavits are signed the clerk hands the Actor a Limited Ballot.

Actor brings back the illegally voted ballot to the Clerk and says, “l| want my vote to count for
candidate X, where does it go?”

Clerk says, “Your ballot is placed in a separate election box to be hand-counted by the Early
Ballot Board. Have a nice day and please leave quietly.”

Actor knows there is time to still pull off the same hack in three (3) more counties.
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ATWS-2E-35

Prascribed by Secmtary of St
Sectioms 112 001-112 005, Texas Flaction Coda
QE2017
APPLICATION FOE. LIMITED BALLOT
(SOLICITTUD PARA UNA BOLETA LIMITADA)
TO THE EARLY VOTING CLERK OF __ pocked County . TEXAS:
(AL SECRETARKD DE L4 POTACTON ADELANTADA DE  (pame of polinical subdivision) (mombre de la subdivision poliica), TEXAS:)

I am a new resident of this county and currently registered in oy former coumnty.
(Soy munee residente de este condado ¥ extay achiaimee reginrads an mi condado anerior )

I hereby apply for a limited ballot for the General
(Por la presevte roliciie wne boiei [imiteds para ja eleccion)

election to be held om  Mowember & 2018 :

(que 5e Devara a cabo e (dame)  (Fechal)
Last Hame pipefisio s EnEx{.lr.&-.]ll} ﬁ.lstl\la:lmm-ha.,.w Ivfi:h:lleﬂmﬁfan}'} Former Mame
(Eucier (S g a1 da (gl momibre | o Srar) {dgretiin smerior
Hacker = Phd Ewvil Bastard Angelic
Besidence Address: Street Address and Apartment Muomber, City, State, and ZIP. If none, describe where you live (Do oot include
PO Box or Bural Bt ) Demsicitio: calle y nimen de spartomento, Cladind, Extadks, y Cobdige Postls A falta de et dator, diseriba b Ecolidad de 1 residencia ) (Vo dnciieye s
ok pordiel nd su e e |
| 1800 Pennsylvania Awve. Austin, Tx 78702
Ma.ilmg_ﬂddlﬁs City, Smate, and ZIF. Em:muﬂmmmmm Gender: (Optionsl) e wipeewi
FDtrgctis posel Clidind, sk ¥ Chdtps Pl {21 0 iy e curresy [CInale promte [ | Female g
Alphabet Soup
TX Dmiver's License No. or Personal I D). No. (Issued by T30 Sodal Secority Mo. (last 4 digits required if you do not have
Dqtuan]}hLSaﬂﬂAMd.amﬁ-wﬁ-rma*-aﬁhﬁ a drver’s hoense or LD, mamber) (Memere Socel (8 mo fow boescia de
A - ke Brgmridad Pik ez de Teerasd die ronchar de Taar o ddmtfiaacion prronal s negeteren bon 4 alnmar digoce de m s
EEEEEDLE Xoexy. 0 EE

|:| I have ot been issued a TX driver’s license! persomal identification mmber ar Social Security Mumber. (Fo ne ferege w oencia de conducir
de T Cédwlir de identidad perzonal de Tenrs af un numero de Seewro Social )

Check appropriate box: ARE YO A UMITED STATES CITIFEMT Yes|[ | MO Drate of Birth: Month, Day, YVear
iz ol cvden propiads: (s Ud. sadedenes de or Erisdos Dnide?) (Pl ol i i) et clia, s}

| 0 i | R Y E | e
Telephone Number (Optonal) — Inchde Area Coge

(T e e {202]455_1111

T ackifirees O bent)  Cmclerpan ol che chrns
County of Former Fesidence Where Begistered Besidence Address in Former County.
Registered. (Condds b s residimeis prosa divde PNl ol i ot Pl il Gt Paplairaiy)
et Prgistraci
Huntswille 815 12th Street, Huntsville, Tx 77348

SIMILAR HAME AFFIDANVIT — TO BE COMPLETED BY VOTEER, IF APPFLICABIE: (DECLARACTON | Voter's Initials
JURADA DE NOMERE SIMITAR— PAR 4 QUE EL FOTANTE LO LILENE 5T ES APLICARLE?) (Tniciaies dal
Voter's Similar Name Affidavit: If it is determuimed that the name on the form of identification provided umder | voramel

§ 63.0101 is substantially similar per § §3.001(c), and by initialing the sguare lsbeled ““Voter's Initials,™ I saear
and affitm I am the person on the list of registered voters or the person on the voter registration certificate, and T
am one snd the same as person named on the identification provided.

Declaracion Juradad de Nombre Similar del Votante: 51 se determing que of nombre en ol formulario de idenrificacian
previsto en § 63.0100 e subrimmciaimente simdiar previsto en §63.000 (¢, ¥ af colocar mis Mmicioles en of cundre marcado
"Iniciaier del voumie", jurg } giirmo gue toy ja persona en L lista de vobonies regirados o g persona en & certjficads de
FeEistre de Voranes, ¥ yo 5gy e ¥ el misme como by parsona nombrada en la idengfcacion proporcionada.

TO BE COMPLETED BY VOTER.: (PARA QUE EL VOTANTE LO ITENE:)

I am a resadent of thus poliheal subdivision. I have not been finally comacted of a felony or if a felon, | have completed all of
ooy punishment mmcledmes any term of mearceraton, parole, supervision, penod of probation, or I hawe been pardoned. I have
oot been determined by a final judgment of a conrt exercising probate jurisdiction to be sotally mentally incapacitated or partially
mentally incapacitated without the rght to vote. ] uvnderstand that grome false mivrmation wder oath 15 3 musdemeanor, and 1
understand that 1t 15 a felony of the 2 degree fo vofe . an election for wiach I know I am not ehgble. (Soy residente de exa
subdivisian poiica. No he ride degfinithvamenie declarado cuipable de un deilto grave o 5i 5oy @f outor de wn delite grave, he cumpiido todg mi
condeng Mol o perodo de encarcelamiento, la [iberiad condicional, la libertad rupervisada, ja bertad vigtlada, o ke tido induitzde. No me
han determinade por wn fille final de juzpado de sucesiones, Ter totaiments mcapacitade menraimente o parciaimente capaciiade sin o derecho de
votar. Entendy gue dar infrmacion jhiza hgio juramento o5 un delite menor ¥ ambisn entdendo gue @5 1 delito grove de 17 grade voiar an uma
eleccian sabiende gue mo cumplo con (o5 requEsiios MeCcesaries. )

I undersiand that this applicabon for a hrmfed ballot will also serve as a voter registrabon apphcabon 1o thas cownty and that ooy
regstahion m oy previous county will be cancelled. (Enrfends que esta solicing parg una boleta [imitada fombidn servird come ung
solicin para regisire de voranse en esie condado y gue mi regisire an mi condado previo 1erd canceiado. )

Mow 06 2018
(Firmua del solicianre) (Fecha de rolicing frmada por ef selicianre)
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CONCLUSION:

In the 2018 General Election, over 70% of the people who voted did so during early voting.
(Senate results: Early = 5,994,140 Election Day = 2,340,081 Total votes = 8,334,221)

Under the current laws, there is not a good defense measure in place to reject a voted Limited

Ballot.

The Early Ballot Board (EBB) meets after Early Voting is complete. Because the illegal ballot is

mixed in with several others all presumed to be valid, the EBB has no way to reject a single ballot.

EFFECTIVE RISK MANAGEMENT AND COUNTERMEASURES:

e Limited Ballot numbers reported to the Secretary of State and

posted on their website daily as a separate line item by county.

Creating a safeguard to evaluate trends, political parties,

candidates or issue groups would have time for analytics to
detect abnormalities.

e Require all Limited Ballots to be cast the same as
provisional.

e Real-time updates in Texas Election Administration
Management (TEAM), to verify the same ID has not been
accepted more than once.

e TEAM application should highlight the races a limited
voter is allowed to participate in and provide guidance for the
election clerk.

e Unique colored marker for the Judge to void out races the
limited ballot voter is not partaking in.
e Advisories should have a plain language summary. Confusion arose when it came to the 294"
Judicial District showing up in the district chart (PDF) when this district is within Van Zandt County.
o0 A lengthy discussion took place between the Election Judge, Clerks and others (no voters
present), if outside county voters should be allowed to participate in the 294t race
because it was listed in the district chart (PDF) when the district clerk race was not. Two
days later this was resolved.

AUTHOR'S BIO:

Lance Lenz is a Certified Information Systems Security Professional (CISSP), granted by the International
Information System Security Certification Consortium, also known as (ISC)2.

Certified Ethical Hacker (CEH), granted by The International Council of Electronic Commerce Consultants
(EC-Council).

Van Zandt County Republican Chairman since 1994, elected every two (2) years by the voters.
Republican Primary official and from 2007 the Ballot Board Judge. Mr. Lenz ran for Texas House in
1992 and 1994 when he came across, firsthand, election fraud from Insider Threat, the block-voting of
nursing home residents. This started his drive to understand the inner workings of elections and where the
integrity of an election could be compromised.
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Thanks to the models “Shar-key” and “Bethinator”.

DEFINITIONS:

A threat actor or malicious actor: A person or entity that is responsible for an event or incident that impacts,
or has the potential to impact, the safety or security of another entity. Most often, the term is used to describe
the individuals and groups that perform malicious acts against organizations of various types and sizes. From
a threat intelligence perspective, threat actors are often categorized as unintentional or intentional and
external or internal. [TechTarget - Threat Actor Definition]

Security Theater: The practice of investing in countermeasures intended to provide the feeling of improved
security while doing little or nothing to achieve it. Benefits of Security Theater are temporary and illusory
since after such security measures inevitably fail, not only is the feeling of insecurity increased, but there is
also loss of belief in the competence of those responsible for security. [Schneier, Bruce (2003). Beyond Fear:
Thinking Sensibly about Security in an Uncertain World. Copernicus Books. p. 38. ISBN 0-387-02620-7.]

Social engineering: The art of manipulating people into performing actions or divulging confidential
information. [Anderson, Ross J. (2008). Security engineering: a guide to building dependable distributed systems
(2nd ed.). Indianapolis, IN: Wiley. p. 1040. ISBN 978-0-470-06852-6. Chapter 2, page 17]

Research about Kevin David Mitnick reveals facts about one of the first of several famous hackers, but he is
the one who social engineering is most frequantly linked to.
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